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BEZ HTTPS TO UZ NEPOJDE
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. WordPress

. Google Analytics

. Socialne siete

. NajcastejsSie problémy

. Co dalej?

22! WebSupport



PRECO HTTPS?




PRECO HTTPS?

¢ bezpecnost

¢ obsah prenasany medzi webovym serverom a prehliadacom nie je
modifikovany (ISP, public WiFi)

¢ pokrocilé overenie identity a déveryhodnosti (EV)

¢ HSTS preload domeén .dev, .foo, .app

¢ SEO
¢ Google od roku 2014

¢ rychlost
¢ HTTP/2
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Google
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PRECO HTTPS?

Google

lreatment of HTTP pages:

Current (Chrome 64) = () example.com

July 2018 (Chrome 68) = (® Not secure = example.com
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SSL CERTIFIKAT

¢ Overenie domeény - DV (Domain Validation)
¢ Overenie spolocnosti - OV (Organization Validation)

¢ RozsSirené overenie - EV (Extended Validation)
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SSL CERTIFIKAT

¢ Overenie domeény - DV (Domain Validation)
¢ Overenie spolocnosti - OV (Organization Validation)

¢ RozsSirené overenie - EV (Extended Validation)

@ Secure | https://alian.info

Domain Validation

& Websupport, s.r.o. [SK] | https://wwwwebsupport.sk

Extended Validation
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SSL CERTIFIKAT

Kl Let’s Encrypt

¢ bezplatna, automatizovana a otvorena Certifikacna autorita (CA)
¢ podpora na hostingoch (In.alian.info/lehosting) i serveroch (UNIX-like OS)
¢ DV, 90 driova platnost
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http://ln.alian.info/lehosting
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WORDPRESS - ZMENA URL

¢ spravte si funkénu zalohu webu
¢ implementujte SSL certifikat pre webovy server

¢ nastavte HTTPS pre administraciu /wp-admin
¢ pridajte do suboru wp-config.php
¢ define ('FORCE SSIL ADMIN', true);

WordPress Address (URL) https://yoursite.com

Site Address (URL) https://yoursite.com

Enter the address here if you want your site home page to be different from your WordPress installation directory.

¢ Settings > General

¢ UPDATE wp options SET option value = replace (option value,
'http://www.oldurl', 'http://www.newurl') WHERE
option name = 'home' OR option name = ‘siteurl';
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WORDPRESS - MIXED CONTENT

¢ \Wordpress ma ulozené absolutne cesty - mixed content

¢ SQL update

¢ UPDATE wp posts SET post content =
replace (post content, ‘http://www.yoursite.com',
'https://www.yoursite.com') ;

¢ WP CLI

® wp search-replace 'http://www.yoursite.com' ‘https://
Www.yoursilite.com' —--skip-columns=guid

¢ Pluginy

¢ Velvet Blues Update URLs https://In.alian.info/2HVQ19I
¢ WP Force SSL https://In.alian.info/2wgeSDZ
¢ Really Simple SSL https://In.alian.info/2HXWHUG
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WORDPRESS - MIXED CONTENT

¢ pluginy
¢ menu, widgety

¢ obsah aj Sablona

¢ CSS, JavaScript
¢ obrazky, video, audio
¢ iframes

¢ web fonts

¢ relativne // namiesto https://

16 22! WebSupport



WORDPRESS - 301 REDIRECT

¢ 1:1
¢ vSetok obsah (JS, CSS, multimedia)

¢ Apache? - .htaccess

<IfModule mod rewrite.c>

RewriteEngine On

RewriteCond ${HTTPS} off

RewriteRule "~ (.*)$S https://%{HTTP_HOST}%{REQUEST_URI} [L,R=301]
</IfModule>

¢ Nginx

server {
listen 80;
server name Www.yoursite.com;
rewrite " (.*) https://www.yoursite.com$Sl permanent;
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TEST
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TEST

SSL Report: alian.info (37.9.171.238)

Assessed on: Sun, 06 May 2018 18:36:55 UTC | HIDDEN | Clear cache Scan Another »

Summary

Overall Rating

Certificate

Protocol Support

Key Exchange

Cipher Strength
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¢ SSL report - https://www.ssllabs.com/ssltest/

¢ Redirect https://digmato.com/urlcheck, https://httpstatus.io/
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GOOGLE ANALYTICS
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GOOGLE ANALYTICS

¢ Admin > Property Settings > Default URL
¢ z HTTPS webu na HTTP web sa referrer neprenasa

® <meta name=“"referrer” content=“unsafe-url”>
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GOOGLE SEARCH CONSOLE (WEBMASTER TOOLS)

¢ web na HTTPS treba nanovo pridat
¢ nanovo overit

¢ nanovo prepojit s Google Analytics
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SOCIALNE SIETE




SOCIALNE SIETE

¢ Facebook

¢ Google+

¢ Jwitter
¢ Linkedin
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SEQ
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SEARCH ENGINE OPTIMALIZATION

¢ Google
¢ Bing

¢ Seznam
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NAJCASTEJSIE PROBLEMY

¢ cache

¢ subdomény

¢ dva weby (presmerovania)
¢ mixed content

¢ |oad https://tools.pingdom.com/

+ velké weby (performance)
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https://tools.pingdom.com/
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¢ pregenerujte Sitemap

¢ skontrolujte si robots. txt, pridajte novy na https://

¢ Google Tag Manager (JSON export)
¢ inbound links

¢ reklamneé siete

¢ prejdite na HTTP/2 https://In.alian.info/2HYMLum
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https://ln.alian.info/2HYMLum
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